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Beyond the AV Bill: new cyber and data rules

Global rules landing now

What you’ll get from  this talk

Why it matters

Beam Connectivity in one line

UNECE R155/CSMS

UNECE R156/SUMS

RED Article 3.3

EU Data Act

Clear summary and some food for thought

Compliance = resilience

Cyber-secure connectivity platform + data + APIs



2024–2029: UK and EU deadlines that matter

UK RER & EU RED

Article 3.3
Cybersecurity
2025-08-01

UNECE R155/156

All new category M,N,O 
vehicles

2024-07-01

UNECE R156

Small series & special 
vehicles

2026-07-07

UNECE R156

Completed & special-
purpose vehicles

2029-07-01

2024 2025 2026 2027 2029

Today

EU Data Act

Built-in accessibility 
features

2026-09-12

EU Data Act

Data sharing

2025-09-12

EU Data Act

Unfair contractual 
terms

2027-09-12

R155/156

Category
M,N,O vehicles

2026-02-01

R155/156
All complete & incomplete 

vehicles
2027-02-01

UNECE R155

Special-purpose 
vehicles

2027-02-01

UNECE R155

Category L: audited 
compliance
2029-07-01

Type approval aligns with UNECE regulations starting 2026 (except for category L)

Full alignment with UNECE via WVTA starting 2024, plus new data ownership & sharing rules



The cyber compliance stack: R155, R156 and RED

Cybersecurity management 
system (CSMS)

Mandates proactive risk management 
throughout the vehicle lifecycle.

Standard: ISO/SAE 21434

Software update management 
system (SUMS)

Ensure secure and safe updates, e.g. over-the-air 
(OTA) 

Standard: ISO 24089

Network protection

Prevent devices from harming or misusing 
communication networks.

Standard: NIST Cybersecurity Framework

Data privacy and user control

Prevent devices from harming or misusing 
communication networks.

Standard: GDPR
RER / RED

Fraud prevention

Prevent devices from harming or misusing 
communication networks.

Standard: ??



• Data access and sharing

• Product design requirements 
and transparency

• Data sharing with public sector 
bodies

• Legal certainty and contractual 
fairness



Objectives:

• Interoperability

• Security

• Access control

• Resource management



EU Data Act: from OEM as gatekeeper to the user in control

User
(Owner)

Extended 
Vehicle (ExVe) 

system

Contractual 
consent

User
(Owner)

Vehicle 
manufacturer

End user 
consent (or not)!

Third party app
Contract

Contract

Third party app

Data

Data

Legacy model

EU-compliant model



GPS

Hazard lights

Headlights

Braking & acceleration

Ignition

Windshield wipers

Video camera

Driver 

behaviour

 analysis

Driver risk rating

Predictive 

Maintenance

Fleet 
management

Vehicle status

Hazard
warning

EV charging

Road 
condition

Traffic 
management

Fleet 
management

Personalized

 advertisements

…

Extended Vehicle is a platform for innovation and value creation

Personal data

Insurers

Repair services

Fleet services

Fuel/charging 
services

GIS services

ExVe 
APIs

Monetization potential

$$$
$

Potential 3rd party 
customers

Data packages/ pre-
defined use case

Data points / raw 
data

Road network



GPS

Hazard lights

Headlights

Braking & acceleration

Ignition

Windshield wipers

Video camera

Driver 

behaviour

 analysis

Driver risk rating

Predictive 

Maintenance

Fleet 
management

Vehicle status

Hazard
warning

EV charging

Road 
condition

Traffic 
management

Fleet 
management

Personalized

 advertisements

…

Extended Vehicle is a platform for innovation and value creation, as long as it is cyber 
resilient!

Personal data

Insurers

Repair services

Fleet services

Fuel/charging 
services

GIS services

ExVe 
APIs

Attractiveness to cyber criminals

Potential 3rd party 
customers

Data packages/ pre-
defined use case

Data points / raw 
data

Road network



Connectivity-as-a-Service from Beam Connectivity: secure by design



Now enhanced with an Extended Vehicle API for EU Data Act compliance  

ISO 20078 
ExVe API

APIs

Data Lake

Analytics

Mobile App 
APIs

OEM Backoffice 
APIs

SDK

Third Party Portal

Management 
Portal 

Consent Mgmt

Third Party Ecosystem

UBI 

Parking

EV Charging

Retail

ExVe APIBeam Connectivity CaaS

Facilitate value-add partnerships

Build internal services



Prototype secure-by-design TCU for 
lifecycle resilience

Closed-loop risk management solution in 
teleoperations use case

SecureTCU

Backed by our leading-edge connected system cybersecurity R&D



Backed by our leading-edge connected system cybersecurity R&D

APP

TCP/IP SSL

CAN ETH

APP APP

CVaaS
Beam Connectivity

VSOC*
 

CSMS*
 

SUMS
Beam Connectivity

IDS

Closed-loop risk management solution in 
teleoperations use case

SecureTCU

Prototype secure-by-design TCU for 
lifecycle resilience



We built all this… so you don’t have to!

Customer

Vehicle telemetry 
datastore

Beam cloud

ExVe API service

CVaaS
adaptor

Third party portal

Documentation

API playground

Key management

Third party sign-up

Consent 
store

API keys

Customer portal

Developer

App backend

Third Party

Consent API

Government portal

Data access

Beam ExVe

Billing API

OEM system

Approval API

Data download

Catalog mgmt.

OEM databases

Data source 1

Data source 2

Data source 3

Extended Vehicle API
Adaptor 1

Adaptor 2

Adaptor 3

Bespoke 





To find out more email hello@beamconnectivity.com



Contact us

beamconnectivity.com

hello@beamconnectivity.com

Thank you!
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